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The Indiana Secretary of State, Securities Division (“Division™) and Securities Commissioner
(“Commissioner”) are issuing this compliance alert to notify registrants of two pertinent cybersecurity
advisories issued by the Department of Homeland Security’s Cybersecurity & Infrastructure Security Agency
(“CISA”). The advisories bring attention to important vulnerabilities recognized by CISA that may allow
hackers full access to firms’ systems.

The resources below provide guidance to protect against cybersecurity vulnerabilities. The advisories issued by
CISA contain information regarding how to patch and work around the recognized vulnerabilities. In addition
to the alerts, the North American Securities Administrators Association (“NASAA”) provides cybersecurity
resources to protect against cybersecurity vulnerabilities. Finally, the CISA alerts page provides links to
previously issued CISA alerts and is updated when new alerts are created.

e CISA Alert: Critical Vulnerability in Windows DNS Server (AA20-197A)

e CISA Alert: Critical Vulnerability in SAP NetWeaver AS Java (AA20-195A)
o NASAA Cybersecurity Resources

e CISA Alerts Home Page

With the increased online activity during the COVID-19 pandemic, firms are at increased risk of cybersecurity
attacks. It is important to remain diligent and be cautious when operating because of the sensitive data handled
by broker-dealers and investment advisers. Firms and individuals should reduce risk of data breaches by
ensuring that appropriate cybersecurity measures are in place.

Questions regarding this alert may be directed to securities@sos.in.gov.
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https://urldefense.proofpoint.com/v2/url?u=http-3A__secure-2Dweb.cisco.com_1DjbqjACTCNKayeAsqYKqfeZqidmW94-2DLyHOlQaCreZc7jgS8-2DWYYFbmQetw-2D6nd3C-2D23NUTRenlfGkitkoWZNSFUnTAoq3-5FMuDwnZhnhEoWqih7CAATZ9-5FjP3yMv9ivuDHyvOAI-2DO-2DiMWJPteoa-5F0Ip8ZwBzpn0RH66QKe00DXOTaMJUzA1kJ5bQQrpkD05s-2Di2EuUOnnfegDerQfdzNNdvtA3p4nIgEtTWLuPIdgJmOzU8gvhtmS5z-2DMZi23oMDPwLXRlDNpChC6yFMbTR7Lg_http-253A-252F-252Fcsbs.informz.net-252Fz-252FcjUucD9taT04MDEwMzIzJnA9MSZ1PTc1OTg5OTkyNCZsaT02NjU4MzEzOA-252Findex.html&d=DwMFAg&c=8K0mnSt5E4j4U_dMGxZxbA&r=1klV756e4SjR3j9w3UkEgWk801df3LvaqKNHB6EGJa0&m=3sSlxMYeONUMwBYbOHhs9W_f51SP6HpJcTSX-_lOC24&s=QTpZgBOGJ1U9Z1Om4740F85ZUOiTFxiG2-86LfnRzos&e=
https://urldefense.proofpoint.com/v2/url?u=http-3A__secure-2Dweb.cisco.com_1m2s0MR8dV5NQlh42K0vILhe3OgUAdmX-5FrFITiU5Kiyq-2DQDXWnkgNsf3yh3xEexdwNA7-2D-5F1EJ8yCUYrxPlmA3i955HUKlx0xgRk5-2DPCrXQyoF389WPn9-2DeMcN9-5FOgAbQhvA-2DpNvN9TBIQ-2D0mYqszczDzKQ8zwdv6VsvL1jNwGnABCVQr4D16-5Fkc10saFd7UAnQsNzX-5FGwpuVZ-5F6LdVDynq8yAf4LLV7EcrJKVjmGW7uauv9EgzIN-2Dt7tkm2EJrJ-2DjZL4ATPpsAZZZbsqccUrkkQ_http-253A-252F-252Fcsbs.informz.net-252Fz-252FcjUucD9taT04MDEwMzIzJnA9MSZ1PTc1OTg5OTkyNCZsaT02NjU4MzE0MQ-252Findex.html&d=DwMFAg&c=8K0mnSt5E4j4U_dMGxZxbA&r=1klV756e4SjR3j9w3UkEgWk801df3LvaqKNHB6EGJa0&m=3sSlxMYeONUMwBYbOHhs9W_f51SP6HpJcTSX-_lOC24&s=0CJo2jr2xTS9L2oSqFR7pAak6eTk29oCYWcLqcUFWlA&e=
https://www.nasaa.org/industry-resources/investment-advisers/resources/
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